Blockchain, Cryptocurrencies, Digital Assets:
Business, Legal, and Regulatory Issues
LGST 2440-001, Spring 2024

Overview

Blockchain technology is a form of decentralized database that allows for the secure exchange of value without reliance
on trusted intermediaries. Blockchain is the foundation for cryptocurrencies such as Bitcoin, as well as for distributed
ledger platforms used by enterprise consortia in various industries. Many believe that blockchain solutions have
revolutionary potential. They promise to replace legal enforcement with technical mechanisms of cryptographic
consensus as the means of generating trust. The technology has generated significant excitement, investment, and
entrepreneurial activity in recent years. However, the business value of blockchain-based solutions is uncertain,
cryptocurrency valuations are speculative, and there are serious legal, requlatory, and governance challenges to be
addressed. This course is designed to give students the tools for critical assessment of ongoing developments in this
evolving area.

Instructor

Sami Ahmed
smahmed@wharton.upenn.edu
Office Hours: Wednesday 1:30-2:30pm (by appointment)

Learning Objectives
At the end of this course, you should able to:

1. Explain the essential features of blockchain, cryptocurrencies, and distributed ledger technology.
2. Evaluate current and potential business use cases.
3. Describe the major legal and regulatory challenges these technologies raise.

Requirements and Grading

The course is designed to be generally accessible. It does not require any technical skills, finance knowledge,
or prior experience with cryptocurrencies.

In the spirit of accessibility and the general ethos of blockchain, | selected all readings which are publicly
available online, saving students the cost and burden of textbooks or coursepacks.

The class meets once a week, for three hours (with a ten minute break in the middle of each class). For most
weeks after the first few sessions, we will have a guest speaker for half the time. You are expected complete
assigned readings and prepare for discussion with the guest speaker prior to each class. | will use a mixture of
lecture, discussion, and in-class interactive activities; your active engagement is expected.

There will be no exams or quizzes. And there will be no written homework or problem sets, with the exception
of questions for guest speakers. As a result, students will be expected to diligently engage the readings and
prepare to be assessed on them.

As a former Wharton undergraduate, | understand the importance of grades and will try to be transparent and
accommodating related to student performance throughout the course.


mailto:smahmed@wharton.upenn.edu

Your grade in the course will be comprised of the following elements:

Participation (25%)

| will assess your overall contribution to the course.
There will be several types of class participation but not all will be graded
o Both random cold-calling and volunteer selection will be class methods to promote student learning.
The Socratic method will be used at times, especially during review of cases. It is not important to
answer the questions correctly, but the answers should demonstrate that the student appropriately
read and engaged the material.
o Every class session will start with students sharing important legal current events in the blockchain
space (these will be a mix of cold-calling and volunteering).
o Only the cold-calling portion of the course will be graded (as to not incentivize competition for airtime).
As long as the student answers in a way that demonstrates they’ve done the readings (even if
completely incorrectly), they will get full points for their response.
o The first two class periods will not be graded for participation.

Attendance (25%)

Attendance is mandatory.

Guest Speaker Questions (20%)

We will have guest speakers for some of the class sessions. You must prepare questions for them. Submit your
guestions, and explanations for them, to the relevant assignment on Canvas. Your submissions will mostly be
graded for completion, but extra points will be awarded to particularly insightful questions.

Final Project or Final Paper (30%)

Students can form groups of up to three students and develop a pitch deck for their idea in the blockchain
space.

Students may opt out of the final project by instead submitting a final paper exploring an original thesis or idea
related to the blockchain space.

The pitch deck should place special emphasis on the legal and regulatory issues that their project might face and
a proposed tactical outline for how to meet these legal and regulatory requirements.

Pitch deck should be 10-15 slides.

Students will give short (~15 min) presentations on their proposed idea.

More detailed grading guidelines will be provided later, but the core components will be (i) the originality and
viability of the business idea, (ii) rigor of the treatment of legal and regulatory obstacles, (iii) cogency of the
presentation itself.

Industry Sources:

Due to the fast-changing nature of the subject matter students are encouraged to stay current with developments.
For daily breaking news, excellent sources are:

« _CoinDesk : http://www.coindesk.com/

» _The Block: https://www.theblockcrypto.com

» _The Defiant: https://www.thedefiant.io

» _Matt Levine: https://www.bloomberg.com/account/newsletters/money-stuff

Class Telegram Channel:

Telegram is commonly used in the cryptocurrency industry to organize communities around a specific project and
distribute information on the market. We will use a private Telegram channel to organize class discussions and
share breaking news.



Syllabus

Class Date Any materials that are listed as “skim” means you are not
responsible for knowing any specifics about the material.
They are mostly for you to have access to additional materials
that may help bolster your understanding of certain concepts.
1 | January What is Money / Why Bitcoin or Read
24 Blockchain? e On the Origin of Money
- Course overview e Island Money (skim)
- Introduction to blockchain e The Many Traditions of Nongovernmental Money (skim)
- Varying roles and concepts of e Some Simple Economics of the Blockchain (1-24)
money/currency and government e Digital Currencies, Decentralized Ledgers, And The Future
- Digital currency impact on central Of Central Banking (first 2 pages)
banking
2 | January Technical Deep-Dive into Cryptocurrency Read
31 and Consensus Systems ) o
- Public and private keys e Princeton Bitcoin Book (Chapters 3, 5, 6, 7)
S e Proof-of-stake vs. proof-of-work
- Digital signatures e SoK: Research Perspectives and Challenges for Bitcoin
- Hashing and Cryptocurrencies (read for general understanding;
- Byzantine fault tolerance don’t need to know minute details)
- BTC, ETH, XRP Origins e Bitcoin Whitepaper
e Ethereum Whitepaper (skim)
e XRP Whitepaper (skim)
e SHA256 Online Hash Function (play with this)
3 February Macroeconomic Perspective: Concept of Read
7 Legal Tender and Monetary Policy Under | —
CBDCs vs. Cryptocurrencies e 31US.CA.§5103
. e 12U.S.CA.§225a
- Deposit accounts - o
e Coinage Clause of the Constitution
-Bank runs e Norman v. Baltimore & O.R. Co.
- Coinage Clause e FDIC Cease and Desist Letters (read FTX letter; others are
- Role of FDIC ogtiona“
- Role of the Central Bank e ElSalvador's Experiment with Bitcoin as Legal Tender
- Inflation e What Does the Cryptocurrency Decline Mean for Bitcoin
Countries?
e What are CBDCs? A beginner's guide to central bank
digital currencies
e Crypto will become an inflation hedge — just not yet
4 | February | Applications of Blockchain and Novel
. X Read
14 Blockchain-Based Technologies

- Revolutionary potential across industries
- MEV / Censorship issues
- Zero-knowledge proofs

e The Security Token Thesis

e Blockchain Use Cases

e 34 Blockchain Applications and Real-World Use Cases
(skim)

e The Open Social Map

e MEV: The Censorship Dilemma

e Introduction to zk-SNARKSs



https://is.muni.cz/el/1456/podzim2009/MPE_MOEK/um/8972262/menger1892.pdf
https://www.clevelandfed.org/newsroom-and-events/publications/economic-commentary/economic-commentary-archives/2004-economic-commentaries/ec-20040201-island-money.aspx
https://unenumerated.blogspot.com/2018/03/the-many-traditions-of-non-governmental.html
http://www.nber.org/papers/w22952.pdf
https://www.ccilindia.com/Documents/Rakshitra/2016/May/Article%20Summary.pdf
https://www.ccilindia.com/Documents/Rakshitra/2016/May/Article%20Summary.pdf
https://d28rh4a8wq0iu5.cloudfront.net/bitcointech/readings/princeton_bitcoin_book.pdf
https://cointelegraph.com/blockchain-for-beginners/proof-of-stake-vs-proof-of-work:-differences-explained
http://www.jbonneau.com/doc/BMCNKF15-IEEESP-bitcoin.pdf
http://www.jbonneau.com/doc/BMCNKF15-IEEESP-bitcoin.pdf
https://bitcoin.org/bitcoin.pdf
https://github.com/ethereum/wiki/wiki/White-Paper
https://arxiv.org/pdf/1802.07242.pdf
https://emn178.github.io/online-tools/sha256.html
https://www.law.cornell.edu/uscode/text/31/5103
https://www.law.cornell.edu/uscode/text/12/225a
https://constitution.congress.gov/browse/essay/artI-S8-C5-1/ALDE_00001066/#:%7E:text=Article%20I%2C%20Section%208%2C%20Clause,Weights%20and%20Measures%3B%20.%20.%20.&text=National%20Bank%20v.
https://scholar.google.com/scholar_case?case=4194203910117175537&hl=en&as_sdt=6&as_vis=1&oi=scholarr
https://www.fdic.gov/news/press-releases/2022/pr22060.html
https://www.nber.org/digest/202207/el-salvadors-experiment-bitcoin-legal-tender
https://www.cfr.org/in-brief/what-does-cryptocurrency-decline-mean-bitcoin-countries
https://www.cfr.org/in-brief/what-does-cryptocurrency-decline-mean-bitcoin-countries
https://cointelegraph.com/cryptocurrency-regulation-for-beginners/what-are-cbdcs-a-beginners-guide-to-central-bank-digital-currencies
https://cointelegraph.com/cryptocurrency-regulation-for-beginners/what-are-cbdcs-a-beginners-guide-to-central-bank-digital-currencies
https://cointelegraph.com/news/crypto-will-become-an-inflation-hedge-just-not-yet
https://hackernoon.com/the-security-token-thesis-4c5904761063
https://supplain.io/news/blockchain-applications-use-cases
https://builtin.com/blockchain/blockchain-applications
https://builtin.com/blockchain/blockchain-applications
https://messari.io/report/the-open-social-map
https://research.thetie.io/mev-the-censorship-dilemma/
https://consensys.net/blog/developers/introduction-to-zk-snarks/

February | Stablecoins Read
21 - Purpose of stablecoins e Luna Brothers, Inc.
- Types: Algorithmic, Synthetic, Over- e Tether Original Whitepaper (skim)
collateralized, Fiat-backed e Paxos Standard Whitepaper (skim)
- Terra/Luna Collapse e Terra Whitepaper
e Timeline of Terra Crash
e Central Bank or Crypto
e Inflation-resistant Stablecoins
February Brief History of 1COs/SEC Enforcement Read
28 - Howey Test o SECv.Howey
- Application of Howey e Howey Scorecard
- Telegram, Kik, LBRY (be prepared to e Economic Unreality: What SEC ICO Precedents Mean for
apply Howey to any of these) Ripple
e Cooley Alert: SECv. Telegram: Key Takeaways and
Implications
e SECv. Kik Complaint
e SEC wins LBRY case, but the victory may have little
impact in the greater cryptoverse
e Ripple Brief for Summary Judgment (focus on Argument
section)
e SEC Brief for Summary Judgment Against Ripple (focus on
Argument section)
March 13 | Securities Law: Deeper Dive Read
- Aggressive “everything is a security” e Framework for Analysis of Digital Assets
approach e Prepared Remarks of Gary Gensler On Crypto Markets,
- ATS Penn Law Capital Markets Association Annual Conference
- Retail investor protection e 17 CFR § 242.301 - Requirements for alternative trading
systems
e SEC EtherDelta Settlement
e SEC Statement on Securities Law Considerations for
Digital Asset Securities
e SEC Charges Kim Kardashian for Unlawfully Touting
Crypto Security
March 20 | Landscape of Crypto and Regulators Read
- Various verticals in crypto e Blockchain & Cryptocurrency Laws and Regulations
- Overview of various agencies and e Binance Research Industry Map
regimes with a hand in regulating crypto e White House Framework for Responsible Development of
- Offshore crypto Digital Assets
e Executive Order on Ensuring Responsible Development of
Digital Assets
e Sushi To Set Up Shop In the Cayman Islands and Panama
March 27 | CFTC Enforcement: Ooki DAO Read
- What is a commodity e 7U.S.C.§1a(9)

- Regulation by enforcement
- Battle between SEC and CFTC

CFTC Order Finds Ooki DAQ Is Liable

Ooki Complaint

Dissenting Statement of Commissioner Summer K.
Mersinger Regarding Enforcement Actions Against: 1)
bZeroX, LLC, Tom Bean, and Kyle Kistner; and 2) Ooki
DAO



https://entrepreneurshandbook.co/luna-brothers-inc-712ec5abe199
https://assets.ctfassets.net/vyse88cgwfbl/5UWgHMvz071t2Cq5yTw5vi/c9798ea8db99311bf90ebe0810938b01/TetherWhitePaper.pdf
https://paxos.com/wp-content/uploads/2019/02/PAX_Whitepaper.pdf
https://assets.website-files.com/611153e7af981472d8da199c/618b02d13e938ae1f8ad1e45_Terra_White_paper.pdf
https://www.coindesk.com/learn/the-fall-of-terra-a-timeline-of-the-meteoric-rise-and-crash-of-ust-and-luna/
https://media.licdn.com/dms/document/C4E1FAQH8yo1onwvOJQ/feedshare-document-pdf-analyzed/0/1672924399420?e=1674086400&v=beta&t=wtoC-dcyCh9vu50JNVry_-90o_woZI3suPZxXz_WgEQ
https://themothership.substack.com/p/inflation-resistant-stablecoins-cpi
https://supreme.justia.com/cases/federal/us/328/293/
https://www.cryptoratingcouncil.com/framework
https://www.coindesk.com/consensus-magazine/2022/12/06/economic-unreality-what-sec-ico-precedents-mean-for-ripple/
https://www.coindesk.com/consensus-magazine/2022/12/06/economic-unreality-what-sec-ico-precedents-mean-for-ripple/
https://www.cooley.com/news/insight/2020/2020-05-07-sec-v-telegram-key-takeaways-implications
https://www.cooley.com/news/insight/2020/2020-05-07-sec-v-telegram-key-takeaways-implications
https://www.sec.gov/litigation/complaints/2019/comp-pr2019-87.pdf
https://cointelegraph.com/news/sec-wins-lbry-case-but-the-victory-may-have-little-impact-in-the-greater-cryptoverse
https://cointelegraph.com/news/sec-wins-lbry-case-but-the-victory-may-have-little-impact-in-the-greater-cryptoverse
https://fingfx.thomsonreuters.com/gfx/legaldocs/gkvlwgobopb/SECURITIES%20CRYPTO%20RIPPLE%20brief.pdf
https://fingfx.thomsonreuters.com/gfx/legaldocs/myvmoneblvr/SECURITIES%20CRYPTO%20RIPPLE%20sec%20brief.pdf
https://www.sec.gov/corpfin/framework-investment-contract-analysis-digital-assets
https://www.sec.gov/news/speech/gensler-remarks-crypto-markets-040422
https://www.sec.gov/news/speech/gensler-remarks-crypto-markets-040422
https://www.law.cornell.edu/cfr/text/17/242.301
https://www.law.cornell.edu/cfr/text/17/242.301
https://www.sec.gov/litigation/admin/2018/34-84553.pdf
https://www.sullcrom.com/files/upload/SC-Publication-SEC-Statement-on-Securities-Law-Considerations-for-Digital-Asset-Securities.pdf
https://www.sullcrom.com/files/upload/SC-Publication-SEC-Statement-on-Securities-Law-Considerations-for-Digital-Asset-Securities.pdf
https://www.sec.gov/news/press-release/2022-183
https://www.sec.gov/news/press-release/2022-183
https://www.globallegalinsights.com/practice-areas/blockchain-laws-and-regulations/usa
https://research.binance.com/static/pdf/Industry-Map-Dec22.pdf
https://www.whitehouse.gov/briefing-room/statements-releases/2022/09/16/fact-sheet-white-house-releases-first-ever-comprehensive-framework-for-responsible-development-of-digital-assets/
https://www.whitehouse.gov/briefing-room/statements-releases/2022/09/16/fact-sheet-white-house-releases-first-ever-comprehensive-framework-for-responsible-development-of-digital-assets/
https://www.whitehouse.gov/briefing-room/presidential-actions/2022/03/09/executive-order-on-ensuring-responsible-development-of-digital-assets/
https://www.whitehouse.gov/briefing-room/presidential-actions/2022/03/09/executive-order-on-ensuring-responsible-development-of-digital-assets/
https://thedefiant.io/sushi-cayman-islands-panama
https://www.law.cornell.edu/uscode/text/7/1a
https://www.cftc.gov/PressRoom/PressReleases/8590-22
https://www.cftc.gov/PressRoom/SpeechesTestimony/mersingerstatement092222
https://www.cftc.gov/PressRoom/SpeechesTestimony/mersingerstatement092222
https://www.cftc.gov/PressRoom/SpeechesTestimony/mersingerstatement092222
https://www.cftc.gov/PressRoom/SpeechesTestimony/mersingerstatement092222

Motion to Serve Ooki DAO via Chatbox (granted by court)

10 | April 3 Decentralization: DeFi and DAOs Read
- Power of decentralization e A Beginner’s Guide to DAOs
- Legal treatment of DAOs e DAO Landscape
- How DeFi works e DAOs and Other Terminology Guide (Vitalik Buterin)
e DAO Legal Framework
e DAO Trying To Buy U.S. Constitution--Again
e Intro to DeFi
11 | April 10 FinCen/OFAC Read
- AML-KYC regime e Sanctions Compliance Guidance for the Virtual Currency
- Base layer neutrality Industry
e FinCEN Digital Asset Action Plan
e U.S. Treasury Sanctions Notorious Virtual Currency Mixer
Tornado Cash
e Base Layer Neutrality
e Monero: The Privacy Coin Explained
12 | April 17 NFTs Read
- Different standards / blockchains e How NFTs Create Value
- Royalties e ERC-721vs. ERC-1155
- Fractionalization e 9 Legal Issues That Stand Behind NFTs
e NFT Class Action Against Yuga Labs and Celebs
e Former Employee Of NFT Marketplace Charged In First
Ever Digital Asset Insider Trading Scheme
13 | April 24 Taxation Read
- Crypto as property e |RS Guidance 2014-21 on the taxation of virtual
- Wash sale rules currencies
- Staking and mining taxation * Wash Sale Trading in Crypto
e Cryptocurrency Taxes
e The Latest DeFi Alpha is Tax-Optimized Staking
e Opinion on Celsius Earn Account Ownership
e Beware the Potential DeFi Tax Trap
14 | May1 Class presentations



https://storage.courtlistener.com/recap/gov.uscourts.cand.400807/gov.uscourts.cand.400807.11.0.pdf
https://linda.mirror.xyz/Vh8K4leCGEO06_qSGx-vS5lvgUqhqkCz9ut81WwCP2o
https://coopahtroopa.mirror.xyz/_EDyn4cs9tDoOxNGZLfKL7JjLo5rGkkEfRa_a-6VEWw
https://blog.ethereum.org/2014/05/06/daos-dacs-das-and-more-an-incomplete-terminology-guide
https://a16zcrypto.com/wp-content/uploads/2022/06/dao-legal-framework-part-1.pdf
https://decrypt.co/116663/dao-trying-buy-us-constitution-again
https://master-7rqtwti-vx5gsfvi2i4ce.us-2.platformsh.site/sites/default/files/2022-03/intro-to-defi-2022.pdf
https://home.treasury.gov/system/files/126/virtual_currency_guidance_brochure.pdf
https://home.treasury.gov/system/files/126/virtual_currency_guidance_brochure.pdf
https://home.treasury.gov/system/files/136/Digital-Asset-Action-Plan.pdf
https://home.treasury.gov/news/press-releases/jy0916
https://home.treasury.gov/news/press-releases/jy0916
https://www.paradigm.xyz/2022/09/base-layer-neutrality
https://www.coindesk.com/layer2/privacyweek/2022/01/25/monero-the-privacy-coin-explained/
https://hbr.org/2021/11/how-nfts-create-value
https://www.chetu.com/blogs/blockchain/erc-721-vs-erc-1155.php
https://opengeekslab.com/blog/legal-issues-nfts/
https://deadline.com/wp-content/uploads/2022/12/CELEBS-NFT-SUIT.pdf
https://www.justice.gov/usao-sdny/pr/former-employee-nft-marketplace-charged-first-ever-digital-asset-insider-trading-scheme
https://www.justice.gov/usao-sdny/pr/former-employee-nft-marketplace-charged-first-ever-digital-asset-insider-trading-scheme
https://www.irs.gov/pub/irs-drop/n-14-21.pdf
https://www.irs.gov/pub/irs-drop/n-14-21.pdf
https://tokentax.co/blog/wash-sale-trading-in-crypto
https://koinly.io/cryptocurrency-taxes/
https://www.friedfrank.com/uploads/documents/cc68fd4ecd02c64da95a5c0752355f73.pdf
https://cases.stretto.com/public/x191/11749/PLEADINGS/1174901042380000000067.pdf
https://www.coindesk.com/layer2/taxweek/2022/02/24/lender-beware-the-potential-defi-tax-trap/
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